Abstract-EMR(Electronic Medical Record) is an emerging technology that is highly-blended between non-IT and IT area. One of methodology to link non-IT and IT area is to construct databases. Nowadays, it supports before and after-treatment for patients and should satisfy all stakeholders such as practitioners, nurses, researchers, administrators and financial department and so on. In accordance with the database maintenance, DAS (Data as Service) model is one solution for outsourcing. However, there are some scalability and strategy issues when we need to plan to use DAS model properly. We constructed three kinds of databases such as plain-text, MS built-in encryption which is in-house model and custom AES (Advanced Encryption Standard) -DAS model scaling from 5K to 2560K records. To perform custom AES-DAS better, we also devised Bucket Index using Bloom Filter. The simulation showed the response times arithmetically increased in the beginning but after a certain threshold, exponentially increased in the end. In conclusion, if the database model is close to in-house model, then vendor technology is a good way to perform and get query response times in a consistent manner. If the model is DAS model, it is easy to outsource the database, however, some technique like Bucket Index enhances its utilization. To get faster query response times, designing database such as consideration of the field type is also important. This study suggests cloud computing would be a next DAS model to satisfy the scalability and the security issues.
I. INTRODUCTION
EMR is an emerging technology that is highlyblended between non-IT and IT area. The medical area now depends on and utilizes all IT technology from network to software. In addition, governments nowadays assures that IT area can help medical area and tries to amend the acts related to the medical area to conform with IT area more suitably. By using EMR consistently and seamlessly, many stakeholders such as practitioners, nurses, researchers, administrators and financial departments can improve their performances and make synergies which link all the stakeholders systematically. Despite successful application of information technology in other information-intensive industries, the current situation to share information across systems and between care organizations encounters many obstacles with efficiency and cost-effectiveness in health care (Grimson, et al., 2009) [1] . To support this methodology to deliver all the needs successfully, there needs to have a system that holds all the status for all stakeholders. Conventional technology to carry out this methodology is to construct databases. Nowadays, it supports before and aftertreatment for patients. In the future, the information stored in one hospital can be sent out to another hospital electronically without hastiness. As for the financial perspective, EMR itself saves a lot of money to conduct all the necessary tasks compared to manual hand-writing and by human to human. To save more financial budgets, outsourcing is a solution to that. However, if the database can be outsourced to a third-party organization, we should consider all the security levels.
II. CONCEPTS OF THE SERVICE MODEL

A. DAS model and Query Processor
Wei et al. [2] mentions that the DAS model is a new data management model that allows users to outsource their data to database service providers (DSP). Since data is stored in cryptographic form at DSP, query efficiency becomes a critical problem. Existing solutions for this problem concentrate mostly on cryptograph index technology. The outsourcing database to a third party aims at decreasing the cost of maintenance of DBMS.
B. Bucket Index
The Bucket index is identical and useful for character type data. The construction of the index should follow two principles; firstly the index should filter false records efficiently, and secondly it should be safe enough not to leak (expose) the true value. Numeric data needs equations and a range query with "between", "and" terms. An index supporting all computations does not exist, thus, it is possible to create different types of indexes according to the data type and their purposes. The index tries to translate the character string into numeric data on which the primary query will be processed to filter the records The Scalability and the Strategy for EMR Database Encryption Techniques roughly. Only the rest of the records need to be decrypted and it will save a considerable amount of time. Zhong et al. [3] demonstrated that bloom filters are compact set representations that support set membership queries with small, one-sided error probabilities. Standard bloom filters only support elemental insertions and membership queries. The Bloom filter is used to speed up answers in a key-value storage system.
C. Bloom filter algorithm
D. Secured Electronic Medical Records (EMR)
Requirements and Design under the DAS model According to Essin & Lincoln[4] , the EMRs should have certain requirements such as atomicity, authenticity, persistence, flexibility of representation and retrieval, semantic integrity, interoperability, process ability, performance and security. In the context of security, there are legal and ethical requirements that the records should be kept secure and confidential so that each individual's privacy is preserved. The main idea behind the bucket indexing engine is to include key information such as range query conditions that has already been physically partitioned in tables. It also initially loads bucket key information into Bloom filter as a Singleton design pattern as shown in Figure 1 . Table 1 depicts the lists of the databases for the scalability of bulk insertion. The colored part is the DAS model using BI (Bucket Index) and the numbers after "Enc_Hospital_BI_" means K records for the size of the databases. The DBMS and the techniques for the implementation are Microsoft SQL Server 2008 and .net framework. The simulation environment is below. The scalability was tested from 5K records to 2560K records. The table below shows each kind of databases, its size and time to build up. It shows AES-DAS shows much faster bulk insertion than MS built-in.
III. MAIN SIMULATION DESIGN
IV. SIMULATION RESULTS AND ANALYSES
A. Main Pseudo Logic Table 4 shows the detailed algorithm comparison for the encrypted range query which is efficient under DAS model. For simulation, the Bloom filter as a singleton design pattern in a Bucket Index saves database connection time in the case of checking the wanted data existence. In addition, for the security in the database, the Bucket Index as a field in a table in DBMS can be presented as a bit strings manipulated by a simple Vigenre cipher.
Fig. 2. Range select query scalability test
Figure 2 depicts Range select query scalability test. When the record size is increased from 5K to 2560K, the processing times are drawn noticeably in Enc_Hospital (MS built-in encryption scheme) and Enc_Hospital_BI (Bucket Index) whereas Plain_Hospital (non-encrypted) increases in arithmetic scale.
The Y axis stands for processing time (milliseconds). In this scalability, the results show that the MS built-in encryption scheme is slightly better than AES-DAS model. Thus, the MS built-in encryption technique can be useful when the data is valuable as a statistically compared with AES-DAS model. However, in this simulation of AES-DAS model, using Bucket index with singleton designed Bloom filter shows faster results than just using the Bucket Index field only.
B. Main Scalability Test Results
Followed by query optimization approach we conducted an experiment about the database scalability and query response times by using 6 different types of 'select queries'. These 6 types of queries are for string, numeric, aggregate, normal range, normal range-count, and range using Bucket index respectively. There are 3 types of databases (e.g., PT, MSE and DAS) been utilized. Plain-Text (PT) which has no encryption/decryption functionality. Microsoft built-in Encryption (MSE) which is an in-house model with the encryption/decryption logic built in already. The DAS can be an outsourcing model which allows encryption/decryption logic can be outside the database. Practically, select queries are more heavily used than insert or delete queries. Therefore, we had the scalability simulation from 5K record-size to 2560K record-size to measure select queries respectively. Table 5 represents columns as the categories of String type, Numeric type, Aggregation query (Aggr.), Range query (RQ) and Range query using Bucket Index (RBI) which was applied only for AES-DAS model (i.e.: DAS DB). The databases with PT (Plain-Text) and MSE (MS built-in Encryption) resulted in null values (e.g., N/ANot Available) in RBI query type were a compromise to the database encryption technique or a default strategy for a DAS model used. Furthermore, existence of the RBI (Range query using Bucket Index), is in the encryption/decryption modules that are in the application side not inside the database. Fig 3 shows the distribution of range query response time data in DAS model by depicting the distribution between range query, range count query, and Bucket Index range query respectively. The Size denotes the database sizes used for the simulation experiment. 
C. Simulation Analyses using R
